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171 Introduction

Recent years have found growing interest in the overlap between the fields of dif-
ferential privacy and algorithmic fairness. This includes both the question of when
privacy and fairness can be achieved together in a learning system, and questions
about the underlying technical relationship between privacy and fairness. While
these questions are natural and simple to pose, they are substantially less straight-
forward to answer.

One major challenge is that there does not exist a universal definition of algorith-
mic fairness. This is in contrast to differential privacy, which is a single mathemat-
ical formalization of privacy'. At a high level, all fairness definitions take the form:
“give similar treatment to people who deserve to be treated similarly,” although
there are many alternative formalizations of “similar treatment” and “people who
deserve to be treated similarly.” For example, should decision-making rules only
consider an individual’s observable, non-sensitive attributes (e.g., school admis-
sion based only on standardized test scores), or should it also consider protected

1. Although importantly, DP is not the only privacy definition one may ever wish to consider
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attributes for the sake of de-biasing other measurements or as recompense for
historical inequities (e.g., affirmative action)? To further complicate matters, ana-
lysts often must choose the set of attributes that deserve protection in their dataset,
either because this set is not defined exogenously in the law, or because there are
proxies that correlate with the sensitive attribute and can therefore be disclosive (e.g.,
shampoo choice correlates with race and gender). Additionally, the guarantee of
“similar treatment” can be formalized with respect to many different performance
metrics, such as precision or recall of a binary classifier, probability of a correct
classification, closeness in distribution of outcomes, and more.

The fairness literature for the most part can be divided into three different classes
of definitions:

1. individual fairness requires that “similar individuals are treated similarly,”

2. group fairness requires “fairness with respect to protected group member-
ship,” and

3. multi-group fairness requires “fairness with respect to membership in many,
potentially overlapping groups”.

These three classes are respectively explored in Sections 17.2, 17.3, and 17.4; each
section presents formal fairness definitions, algorithms that achieve the desired fair-
ness notions, and the relationship between the fairness notion and differential pri-
vacy.

In this chapter, we primarily consider the task of binary classification, where each
individual 7 has some observable attributes X; and a binary label ¥; € {0, 1}; where
appropriate, they will also have a protected attribute A4;. For individual fairness in
Section 17.2, the fair algorithm only observes X;s, and must assign an outcome ¥; to
each individual; for group and multi-group fairness in Sections 17.3 and 17.4, the
algorithm takes in a training set of 7 observations containing (X, ¥;) pairs (and 4;
in Section 17.3), and must produce a binary classifier for use on future observations
that maps X; to a predicted outcome ¥;. In all settings, the mapping from X; to Y;
must respect the fairness constraint.

As running examples of fair learning tasks throughout this chapter, we will use
(1) school admissions and (2) evaluating loan applications. In each these tasks,
binary decisions are made about individuals (i.e., acceptance/rejection at a school;
approval/denial of a loan) based on that individual’s submitted features X. In both
of these settings, there are certain social, moral, and legal fairness obligations that
should be respected in the decision-making processes. While we use these two exam-
ples for concreteness, we also emphasize that these are far from the only application
domains where fairness requirements are relevant.

When combining differential privacy and algorithmic fairness in a machine
learning system, a key observation is that these two constraints apply to different
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components of the learning pipeline. The classifier must be learned privately with
respect to the training data, in order to not leak sensitive information about the
training data when the classifier is applied in the future. The resulting classifier
must also be fzir when applied to new (test) data. That is, privacy is required in
training, and fairness is required when testing. Of course, these requirements must
both be considered together during training, to ensure that the privately learned
classifier will be fair. Section 17.5 explores problems that may arise when fairness
is nor explicitly considered during training.

Before delving into the material, it is important to clarify that this chapter is
not intended to be a comprehensive survey of the fairness literature, which is itself
well-developed and rapidly evolving. Instead this chapter focuses only the parts of
the fairness literature that are most relevant for differential privacy. The interested
reader is referred elsewhere for a more comprehensive overview of the fairness field.

17.2 Individual Fairness

Individual fairness, first introduced in Dwork et al. [Dwo+12], is arguably the most
natural of all the fairness notions considered in this chapter. At a high level, it
requires that similar individuals should be treated similarly. In the language of our
canonical running examples, this requires that students with similar academic apti-
tudes should be admitted to similar schools, and that loan applicants with similar
likelihood of repaying their loans should receive loans with similar conditions. This
adheres nicely to the primary high-level principle of differential privacy, that simi-
lar datasets should be treated similarly under differentially private algorithms. As we
will see, this enables the tools of differential privacy to be brought to bear in a very
organic fashion to achieve individual fairness—essentially by treating individuals
with their many attributes as databases with their many entries.

The algorithmic approach of Dwork et al. [Dwo+12] described in Section 17.2.1
considers a classification setting, and relies on the existence of metrics over both
individuals and outcomes to measure similarity for each. The individually fair classi-
fiers they construct are mappings from individuals to outcomes that approximately
preserve distances with respect to these metrics. They show that the use of differen-
tially private algorithms is one such method for achieving this fairness goal, which
is presented concretely here in Section 17.2.2.

As we will also see, this idealized fairness notion is unfortunately difficult to
achieve in practice, as it requires a perfect metric of “distance over individuals”
to measure similarity. For most—if not all—practical applications where fairness
is desired, no such metric exists, and no such measurement of individuals can be
made. What is a perfect measure of student aptitude or of willingness to repay a
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loan? We can use SAT scores and credit scores, respectively, but these are known to
be imperfect measures that can be undesirably correlated with protected attributes
such as race, gender, and family background, and using such imperfect measures
risks further embedding existing societal biases. Recent work of Ilvento [IIv20],
Rothblum and Yona [RY18], and Jung et al. [Jun+20] have all explored more prac-
tical and query-efficient ways of learning a metric that can be used in the algorith-
mic individual fairness framework of Dwork et al. [Dwo+12]; these are discussed
in Section 17.2.4.

17.2.1 Setting and Results

Consider a classification task over individuals (e.g., a bank must approve or deny
loans based on applications). Let X’ be the set of individuals, and let ) be the
set of outcomes (e.g., V = {0, 1} for binary classification, as in our examples). The
classification task is to predict an individual’s ¥ € Y given their observed attributes
X e X. Assume there exists a metric on individuals 4 : X x X — R, which takes as
input two individuals and outputs a “similarity score". That s, (X1, X2) quantifies
the similarity of individuals X1, X, € X.

We consider random classifiers M : X — A(Y), which map individuals to
distributions over outcomes. That is, given an individual X € X, the classification
mechanism will choose an outcome according to the distribution M (X). Our fair-
ness goal is for this mechanism to map similar individuals to similar distributions,
so we also require a distance measure D on distributions to quantify similarity, for
example Do, or D7y, defined below.

Definition 17.1 (Total variation distance, D7v). Let P, Q be two probability mea-
sures over a finite domain A. The statistical distance or total variation distance between

P and Q is:

D(P.Q =5 3 IP(YV) = QD)L

Yey

Note that D7y (P, Q) € [0, 1] for all distributions P, Q. If P and Q are sim-
ilar, then D7y (P, Q) will be close to 0, and if 2 and Q are very different, then
D7y (P, Q) will be close to 1.

Definition 17.2 (D distance). Let P, Q be two probability measures over a finite
domain A. The Do distance between P and Q is:

=S (0} max @ @})
DOO(P,Q)—Yglg( {Q(Y)’P(Y) '
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Note that Do (P, Q) € [0, 00) for all distributions P, Q. If P and Q are similar,
then Doo (P, Q) K 1. If P and Q are very different, then D (P, Q) > 1.

We formalize the individual fairness constraint by requiring M to be a Lipschitz
mapping with respect to the metrics D and 4.

Definition 17.3 (Lipschitz mapping). A mapping M : X — A(Y) is (D,d)-
Lipschitz if for all X1, X5 € X,

DM (X1), M(X2)) < d(X1,X2).

Definition 17.4 (Individually fair classifier [Dwo+12]). A classifier M : X —
A(Y) is individually fair with respect to metricsd : X x X = Rand D : A(Y) x
A(Y) — R ifitis (D, d)-Lipschitz.

Note that, e.g., constant classifiers are trivially fair. Thus we want an individually
fair classifier that also satisfies a notion of utility. Let L : X x J — R be a loss
function that measures the utility of assigning a specific outcome to a specific indi-
vidual. In the example of loan applications, L may capture the expected probability
that an applicant will default on their loan, or the (negative) expected revenue from
awarding a loan to this applicant.

The goal of individual fairness is described in the following optimization prob-
lem:

Find a mapping M that minimizes expected loss subject to the Lipschitz condition.

This optimization problem can be stated mathematically as follows:

min E  E LX,7Y) (17.1)
M X~X §p(x)

st. DIM(X), M(X)) < d(X1, %), VX1, X € X
MX) e AQ), VXelX.

Assuming oracle access to 4(X1,X2) and L(X, f/), and when D is Dy or Dy,
this problem can be written as a linear program and solved efficiently.

Theorem 17.5 ([Dwo+12]). When D is either D1y or Do, the optimization problem
described in (17.1) can be solved with an LP of size poly(|X|, |)]).

To see this, we can write the classifier M as a collection of distributions uxy =
M(X) € A(Y), which can each in turn be described by a collection of decision
variables ﬂx(f’) =Pr[M(X) = Y], forall X € X and ¥ € V. Then it is easy to
see that the objective of (17.1) is linear in the [X'||)Y| decision variables, and that
the second constraint can be written as a collection of | X| linear constraints.
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When D = Dyy, the first constraint of (17.1) can be re-written as
32 ey (V) — ux (V) < d(X1,X) and 5 3 gy, (ux, (V) — pxg (V) <
d(X1,X3), which requires 2| X | linear constraints, given explicit access to the met-
ric d.

When D = Dy, we can re-write the first constraint as:

x (¥ 5 3
logﬂ 1 f/) <dX, %) = pux(¥) < 8Dy (1),

/qu(

VX, X e X, VY e .

Given explicit access to the metric &, this requires only |X'|?|)| linear constraints.

Other choices of metric D can also be plugged into this framework, and the same
optimization problem of (17.1) still applies. The computational efficiency of solv-
ing this optimization problem will depend on on properties of the chosen metric,
and how well the resulting instantiation of (17.1) can be solved using commercial
solvers.

17.2.2 Relationship to Differential Privacy

The connection between individual fairness and differential privacy is immediate
from the problem description. Individual fairness considers a mechanism that takes
in an individual and outputs an outcome sampled from a distribution. Individual
fairness requires that the distribution over outputs is similar when the the mech-
anism is run on similar individuals. Differential privacy considers a mechanism
which takes in a database and outputs an outcome sampled from a distribution.
Differential privacy requires that the distribution over outputs is similar when the
mechanism is run on similar databases.

Using the language of differential privacy with the notation of individual fair-
ness, consider a database X € A’ and an analyst who wishes to privately answer
a query f : X — ). The analyst will respond using a randomized mechanism
M : X — A(Y). This mechanism will be e-differentially private if and only if A/
is (Do, d)-Lipschitz for distance metric 4(X;, X2) = ¢|| X1 —Xa||1. The utility loss
function for producing answer Ve Y on database X is L(X, v ) = df(f X)), v ),
which should capture the domain-specific accuracy notion. A common loss func-
tion for real-valued queries would be additive error: df (£ (X), V)= |fX) -7

In short, differential privacy can be seen as an instantiation of individual fair-
ness, where databases are the individuals, and the neighboring relationship defines
similarity. Hence many of the algorithmic tools developed for differential privacy
can also be immediately applied to achieve individual fairness with the Dy, metric
over outcome distributions.
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17.2.3 Pros and Cons of Individual Fairness

Pros

The biggest strength of individual fairness is that it is a very natural and strong
fairness notion, which formalizes exactly what we would like our fairness notions
to capture: people should be considered as individuals and receive treated in the way
that they deserve, based on problem-specific merit-measures rather than irrelevant
attributes; e.g., admit students to schools based on aptitude, not based on parents’
income. The fairness constraint holds for 4/l individuals, not just for some.

The natural connection to differential privacy allows existing DP tools to be used
as individually fair mechanisms. Additionally, the general LP framework of (17.1)
allows individually fair classifiers to efficiently computable if | X'| is reasonably sized.

Finally, since fairness is considered at the individual level, algorithm designers
do not need to pre-specify a class of protected groups as is required for group fair-
ness (Section 17.3). This avoids problems of proxy variables which are correlated
with the protected attribute (e.g., hair length as a proxy for gender). It also ensures
fairness within groups, since “better” individuals receive “better” outcomes, inde-
pendent of group membership. As we will see in Section 17.3, these are major
challenges when applying group fairness.

Cons

The biggest weakness of individual fairness is that it requires complete knowledge
of a perfect distance metric & over individuals. This is nearly impossible to achieve
in practice, where the existing individual-level metrics are known to be imperfect
and embed existing biases (e.g., standardized test scores and credit scores). Recent
developments to address this challenge are discussed in Section 17.2.4.

Computationally, the population size | X'| is not reasonably sized in many practi-
cal applications, and even poly(| X'|) may be infeasible. Additionally, there are finite
sample problems when learning M based on this approach: if an individually fair M
is learned from a finite sample of a larger population, M is not guaranteed to remain
fair when extended to entire population. These are due in part to the (desirable)
strong fairness notion that requires fairness over all individuals. This also motivates
the notion of group fairness presented in Section 17.3, which coarsely approxi-
mates individual fairness via group membership to achieve better computational
efficiency and population-level generalization, at the cost of a less-perfect fairness
notion.

The objective min Ex~ x L(X, -) minimizes average loss over the population, but
does not optimize for individual loss. The objective could certainly be modified to
consider minimax loss over individuals, min maxy L(X, -), but this would change
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the optimization problem and may harm some of the desirable algorithmic prop-
erties described above.

Upshot of Individual Fairness

Perfect in theory; extremely difficult to make practical.

17.2.4 Learning the Metric over Individuals

One of the main barriers to the practical deployment of individual fairness is the
requirement of a perfect task-specific metric & over individuals, which is needed to
apply the results of Dwork et al. [Dwo+12]. Naturally, access to such a metric is rare
to impossible in practice. Instead, Ilvento [Ilv20] proposes approximating a metric
for individual fairness using only a small number of queries to a human fairness
arbiter, who is “free of explicit biases and possesses sufficient domain knowledge to
evaluate similarity,” such as a financial regulator or a college admissions officer. This
approach builds upon tools from metric learning, which aims to automatically con-
struct task-specific distance metrics from weakly supervised data, and also focuses
on learning distance metrics from human feedback.

Ilvento [IIv20] considers two types of queries that can be asked of the human
fairness arbiter to learn the distance metric. 7riplet queries ask whether point x is
closer to point y or point z, and real-valued distance queries ask for the distance
between two points x and y.” It is assumed that comparative evaluations are easier
for humans than absolute evaluations, and thus distance queries are considered
more expensive to ask the arbiter than triplet queries.

A key observation is that individual fairness does not require distances between
individuals to be maintained exactly by the Lipschitz mapping, only that the dis-
tances are not exceeded—note that the first constraint of (17.1) only requires a
one-sided bound that D(M(x), M (y)) < d(x,y). This motivates the notion of a
submetric (Definition 17.6) which is a contraction of the original metric that does
not overestimate any distance beyond a small additive error term. Substituting a
submetric for the original metric & in [Dwo+12] will still maintain individual fair-
ness and will prove easier to learn.

Definition 17.6 (a-submetric). Given a metric d, we say thatd' : V x V — [0, 1]
is an o-submetric of d if for all u,v € V, d'(u,v) < d(u,v) + a.

2. Relaxations of this framework are also considered, including settings where the arbiter is allowed to respond
to triplet queries with “too close to call” if d(x,y) and d(x, z) are very close, and allowing noisy responses
to real-valued queries. Similar relaxations were used in Jung et al. [Jun+20], which also considered how to
incorporate human expertise into fairness evaluation.
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The query-efficient submetric learning algorithm of Ilvento [IIv20] first ran-
domly selects a small set of representatives from V/, then approximately learns the
distances between each representative and all other points, and finally combines
these to produce a single submetric hypothesis. To learn approximate distances
to a single representative, first, points can be sorted in order of increasing dis-
tance from the representative using O(|V'|log|V]) inexpensive triplet queries to
sort the elements (i.e., “is x or y closer to representative 72”). Given this ordering,
O(max{1/a, log|V|}) expensive real-valued distance queries can be used to label
the ordering with a-approximate (underestimated) distances.

These approximate distances alone are not sufficient to describe the underlying
metric; for example, knowing only that x and y are equidistant from 7, it is impossi-
ble to distinguish whether 4(x, y) is zero or twice their distance from 7. Submetrics
constructed based on different representatives preserve different information about
the underlying metric, so information from all representatives are then aggregated
to form a more expressive submetric. Ilvento [Ilv20] provides a method for combin-
ing the distances d, from each representative, and shows that under certain technical
assumptions, i.e., how tightly packed individuals are, this approach will result in a
submetric with good distance preservation properties.

The approach of Jung et al. [Jun+20], which also focuses on engaging humans in
the decision-making process via pairwise comparisons, sidesteps the issue of learn-
ing the metric over individuals by not even assuming that such a metric exists.
Instead of trying to learn the true underlying metric, they seek to learn a classifier
that is consistent with the pairwise fairness constraints elicited from the human
arbiter.

Practical applications of these promising theoretical results are still far from
immediate. Even though Ilvento [I1v20] and Jung et al. [Jun+20] show that only
a small number of queries are required of the arbiter, any practical system would
first have to identify such an unbiased and qualified individual (or collection of
individuals) to serve as the human fairness arbiter.

To address the challenge of extending the learned metric to a larger population,
Rothblum and Yona [RY18] consider the problem of learning a predictor from a
sample of labeled points (X, )) that will generalize well to the underlying distri-
bution, rather than learning a classifier for the input set of points. They show that
applying the individual fairness definition of Dwork et al. [Dwo+12] as-is for this
new goal makes even simple learning tasks infeasible. They instead develop a relaxed
approximate metric-fairness notion—formalized as Probably Approximately Correct
and Fair (PACF), which parallels the definition of PAC learning—that allows for
both a small additive slack in the similarity measure of outcomes and a small prob-
ability of failure of the fairness guarantee. This allows them to show that (under
certain technical conditions) learning an approximately metric-fair predictor
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on a sample generalizes to approximate metric-fairness over the underlying
distribution.

17.3 Group Fairness

Group fairness focuses on ensuring fair outcomes with respect to pre-determined pro-
tected groups (e.g., race or gender). Specifically, it assumes that protected groups have
been exogenously determined, and divides the attributes of each individual into
those which are prozected (e.g., race, gender) and those which are unprotected (e.g.,
zip code, SAT score). Group fair algorithms are free to use unprotected attributes
arbitrarily, but must satisfy (approximately) equal treatment across groups, condi-
tioned on any realization of the protected attribute.

Unlike differential privacy, there is no single unified definition of group fairness;
the problem of defining group fairness is itself an active research area, with many
natural definitions put forth, corresponding to different mathematical formaliza-
tions of “equal treatment across groups” [Nar18; Mit+21]. Unfortunately, several of
the most popular definitions have been shown to be incompatible with each other,
and it is impossible for any group fairness definition to achieve a short list of natural
desiderata [KMR17]. As such, the appropriate formal definition of group fairness
should depend on the use case and the analysis task.

The approach of focusing on fairness with respect to protected group member-
ship is in part a response to the practical challenges of individual fairness: although
it may be impractical to guarantee fairness across #// individuals, we will see that
standard machine learning tools are well-equipped to construct classifiers that guar-
antee similar outcomes across a small number of well-defined groups. The focus on
group membership is also born out of the reality that in many practical contexts,
fair treatment is legally or ethically mandated based on certain protected attributes,
such as race, gender, sexual orientation, or disability status.

However, this approach also introduces new practical challenges when pro-
tected groups are not automatically defined, since fair treatment is only guaran-
teed with respect to the specified groups. Which groups deserve protection? How
should correlations between protected and unprotected attributes be handled?
The mathematical formalization of group fairness sidesteps this issue by assum-
ing an exhaustive, pre-defined list of protected groups, which is input to the algo-
rithm. This may be appropriate for applications such as housing or employment,
where the set of protected attributes are legally defined, but poses a meaningful
barrier for other critical applications, such as loan approval or recidivism pre-
diction, where the division between protected and unprotected attributes is less
straightforward.
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Relationship to Differential Privacy

Unlike individual fairness, group fairness does not have an inherent technical con-
nection to differential privacy. However, analysts who are concerned with the soci-
etal implications of their machine learning pipeline may want to simultaneously
achieve privacy and fairness. In this framework, the analyst would require differen-
tial privacy for the training dataset that is used to learn the classifier, and fairness
for the future test set (possibly the rest of the population) to which the classifier
will be applied.

We emphasize that group fairness and differential privacy are orthogonal goals
to be satisfied on separate portions of the dataset. The question becomes the com-
patibility of these two objectives, and whether they can be simultaneously achieved.
While the design of algorithms for learning group-fair classifiers has been studied
extensively in the fairness literature, we will focus here on the results of two papers
[CGKM19; Jag+19] that provide a positive answer to this question by designing
differentially private algorithms for learning group-fair classifiers. These two papers
take a similar algorithmic approach (presented in Section 17.3.2) to achieve privacy
for the training set and fairness for the test set.

17.3.1 Setting

Consider the problem of binary classification in a semi-supervised setting. Each
individual’s data forms a triple (X, A, Y), where X is an unprotected attribute, 4
is a protected attribute, and Y is a binary label (e.g., will repay a loan or not).’
These triples are drawn from an unknown joint distribution P, corresponding the
underlying population. Given 7 i.i.d. samples from P, an analyst’s goal is to learn a
classifier ¥ that maps observable attributes (X, A) to predicted labels’ ¥ in a way
that:

is differentially private with respect to the database of 7 sampled training
points,

yields a ¥ that is fazir with respect to the protected attribute 4, and
® Y is an accurate prediction of Y given (X, A).

We emphasize that in contrast to the individual fairness setting, which sought
predictions only for the given set of individuals, we move here to a more classical
machine learning setting, where we have access to a finite sample from a larger

3. Ona (labeled) training dataset, the analyst will be able to observe all (X, 4, Y) of an individual, but on the
test set, the analyst will only be able to observe (X, A) and must predict Y.

4. To simplify presentation, we will abuse notation to let ¥ denote both the mapping and the outcome of that
mapping on an implied (X, A).
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underlying population, and we seek to learn a classifier that can be applied to the
entire population.

As discussed above, there are many possible definitions of group fairness. In the
setting of binary classification that we consider here, the most commonly used
fairness notions are Equalized Odds (Definition 17.8) and Equal Opportunity
(Remark 17.9), which require similar false positive and true positive rates across
groups [HPS16]. We define these first.

Definition 17.7 (False Positive Rate, True Positive Rate). Let FP,Z()A/ ) and TPﬂ(f/ )
respectively denote the false positive rate and true positive rate of classifier Y on the group
{A = a}:

FP,(Y) =PtV =1|[A=a, ¥V = 0]
TP,(V) =Pty = 1|[A=a Y = 1],

where the probabilities are taken over the distribution P and the randomness of the
classifier.

We also define empirical false positive rate and true positive rate, FP,(¥) and
FDP,(¥) as the average rates evaluated on the labeled sample.

We use Equalized Odds as our fairness notion, which requires all subgroups « €
A to have similar true and false positive rates. Similar zrue (resp., false) positive
rates implies that conditioned on being a qualified candidate with ¥ = 1 (resp.,
unqualified candidate with ¥ = 0), the chance of getting the good outcome V=1
is approximately equalized across groups.

Definition 17.8 (y -Equalized Odds fairness). A classifier ¥ satisfies y -equalized
odds fairness with respect to protected attribute A if Va,d € A, both the following
conditions hold:

\FP.(Y) — FPy(N)| <y and  |TP(V) = TPy(¥)| < .

Remark 17.9. A slightly relaxed fairness notion is that of Equal Opportunity, which
only requires similar true positive rates across groups. This relaxation only requires that
qualified candidates (Y = 1) receive fair treatment, and makes no fairness requirement

for the unqualified candidates (Y = 0).

To measure accuracy, define the error of a classifier ¥ to be its misclassification
error on the population:

err(f/)= [f/;ﬁ Y].

r
Py
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We also define empirical error étr(¥) as the average misclassification error on the
training set. Given a hypothesis class H (e.g., the set of all binary classifiers), we
will consider randomized classifiers ¥ in A ().

The analyst’s formal goal is to find a classifier Y that minimizes empirical error
subject to the equalized odds fairness constraint, which can be formalized as the
following optimization problem:

min e’r\r(f/) (17.2)
VeA(H)

S.t. |ﬁa(f’) — ﬁﬂ/(f/)l <y VadecA
ITP, (V) = TP, (V)| <y Vad €A

Solving the optimization problem of (17.2) will ensure a classifier that is accurate
and satisfies y -Equalized Odds group fairness. Of course, the analyst would prefer
to minimize distributional error subject to distributional true and false positive
rates, but they must instead settle for the empirical proxies evaluated on their finite
sample. This gap will be accounted for in the final approximation bound given in
Section 17.3.2.

If we additionally use a differentially private method for solving the optimization
problem, then we will satisfy the desiderata of privacy and fairness. Fortunately, the
requisite private machine learning and optimization tools exist, which we will see
next.

17.3.2 Algorithmic Approach and Results

Since the optimization problem of (17.2) encodes the goal of maximizing accuracy
subject to a group fairness constraint, the remaining task is only to solve (17.2) in
a differentially private and computationally efficient way. Both Cummings et al.
[CGKM19] and Jagielski et al. [Jag+19] take the same high-level approach to this
task, with the following three steps: (1) re-write (17.2) as a linear program of finite
size; (2) formulate the LP as a two-player zero-sum game; and (3) solve the game
with differentially private no-regret learning dynamics.

This approach relies on a foundational result of Freund and Schapire [FS96],
which states that in two-player zero-sum games, if one player plays according to a
no-regret learning algorithm and the other player best-responds, then average play
of both players will converge to a Nash equilibrium of the game. By strong duality,
this equilibrium corresponds to an optimal solution of the LP, which must be a fair
and accurate classifier. Since the learning algorithm is differentially private, this also
satisfies the privacy requirement.
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Below we present an informal statement of this main result, and then proceed
with details of the algorithmic construction.

Theorem 17.10 (Cummings et al. [CGKM19] and Jagielski et al. [Jag+19]). There
exists an (&, 0)-differentially private algorithm that runs in polynomial time (given
access to an oracle), and with probability at least 1 — B outputs a random classifier Y

that satisfies err(Y) < OPT+o and (y +a)-Equalized Odds, fora = O( —lOgSg/ By,

Step 1: Re-writing the Problem
First we observe that the optimization problem in (17.2) is a linear program
with polynomially many constraints. Specifically, note that when a classifier ¥’
is described explicitly by the probability of producing ¥ = 1 given observable
attributes (X = x, A = a), then err(Y), FP,(Y), and TP,(Y) can all be expressed
as a linear function of the classifier.

For a given Y, we can write the fairness constraints in matrix form, as 7Y) <0,
where,’

() = EP,(Y) = FPy(Y) =y < R2MP
TP,(Y) = TPy (Y)—y | |
a,d €A

Next we can Lagrangify these constraints by introducing a Lagrangian variable

for each constraint:

i |:/1(FP,a,a/)i| c 24P
ATPad) )y pey

We assume ||71|| 1 < B fora given B to ensure convergence of the no-regret dynam-
ics.

Finally, our fair learning LP can equivalently be written as the following
Lagrangian minimax problem:

min max (V) + A THD). (17.3)
YeAH | <B

Step 2: Formulating as a Game

Kearns et al. [KNRW18] was the first to give a reduction from the problem of
learning a fair classifier as formalized in (17.3) to the problem of computing an

5. |Al is commonly assumed to be a small constant corresponding to the number of demographic groups in a
population. However, if |A| is infinite or otherwise too large for 2|4|? constraints to be feasible, an alternative
formulation relying on Sauer’s Lemma requires only O("¢~P™M @)Y constraints.
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approximate equilibrium of a two-player zero-sum game. This approach uses Sion’s
Minimax Theorem to write (17.3) as:

min  max é'r\r(f/) + ZT?(?) = max min er(Y) + IT;(IA/) = OPT,
YeAn |Ali<B 12l <B VeAn
(17.4)

where OPT is the optimal objective value to the fair learning problem.

This provides the payoff matrix for a two-player zero-sum game. The primal
(minimization) player is a Learner who chooses a classifier ¥ € #{ to minimize
empirical error (plus a fairness penalty term given by the Lagrangian). The dual
(maximization) player is an Auditor who chooses a fairness constraint that is maxi-
mally violated. Intuitively, the Auditor is trying to identify a group 2 € A that expe-
riences the largest fairness violation under the Learner’s ¥, and puts all the weight
on the dual variable corresponding to that constraint. Allowing both players ran-
domized strategies in this game yields the full decision space for the optimization
problem.

When these two players iteratively and repeatedly play this zero-sum game, and
one plays according to a no-regret learning algorithm while the other plays a best-
response, then the foundational result of Freund and Schapire [FS96] guarantees
that average game play will converge to an approximate equilibrium. By (17.4), an
equilibrium of this game corresponds to an optimal solution of the LP—i.e., a fair
and accurate classifier.

Step 3: Private No-regret Dynamics

While the roles of “no-regret algorithm” and “best-responder” are interchangeable
between players,® both players must compute their action differentially privately.
The Learner relies on the training data to evaluate classifier accuracy, and the Audi-
tor relies on the training data to find a fairness constraint that is violated.

The player using the no-regret algorithm can use any of the numerous differen-
tially private no-regret learning algorithms—such as Private Follow the Perturbed
Leader or Private Multiplicative Weights—to compute their action. For the other
player, Kearns et al. [KNRW18] show in the non-private setting that the best-
response of both players can be reduced to cost-sensitive classification (CSC), where
the cost of predicting a label depends on the label value. Thus the algorithmic results
rely on the existence of a differentially private CSC oracle—such as the Exponen-
tial Mechanism or another private heuristic—to allow the best-response player to
efficiently and privately compute their action.

6. Cummings et al. [CGKM19] has the Learner play a no-regret algorithm and the Auditor best-responds,
while Jagielski et al. [Jag+19] uses the reverse roles.
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Thus we have privately learned a fair and accurate classifier, as desired. The addi-
tional approximation terms in the accuracy and fairness guarantees in Theorem
17.10 come from inherent noise in the private no-regret learner and the private
CSC oracle. Additionally, Freund and Schapire [FS96] only guarantee an approxi-
mate-equilibrium, which corresponds to an approximate solution to (17.2). Finally,
since (17.2) necessarily evaluates accuracy and fairness empirically based on the
training data, there will be some loss that depends on the sample size when gener-
alizing back to the original (infinite) population.

Remark 17.11. Alabi [Ala19] provides improved sample complexity bounds for the
problem of private and group fair learning, under the assumption of a slightly different
oracle. Those bounds apply to Equalized Odds fairness, as well as other group fairness
notions that can be expressed as a convex loss function.

17.3.3 Pros and Cons of Group Fairness

Pros

The most obvious advantage of focusing on group fairness is that it integrates will
with existing machine learning frameworks, and can be achieved in a computation-
ally efficient way using existing algorithmic tools. This lowers the barriers for use,
and makes it easier for theorists to design group fair algorithms, and for practition-
ers to implement them.

While this chapter focused primarily on Equalized Odds as a notion of group
fairness, it is far from the only definition; dozens have been proposed, discussed,
and used in the literature (see, e.g., Narayanan [Nar18] and Mitchell et al. [Mit+21]
for surveys). Group fairness encompasses a family of fairness definitions, all sharing
the same general flavor: “the treatment of individuals should independent of their
protected attributes.” This family ranges from attribute-blind policies (e.g., college
admission based only on SAT scores), to attribute-aware policies such as affirmative
action to make up for historical inequities, to dynamic policies that account for the
many decisions made about an individual over the course of her life. The specific
definition of group fairness used in any particular application can be tailored to suit
practical needs, based on domain-specific fairness concerns and modeling choices.

Cons

The myriad of definitions is also a weakness of group fairness. There is no one single
correct definition of group fairness that theorists or practitioners can use off-the-
shelf across all application domains. Instead, they must understand the contextual
and sociological requirements that give rise to fairness concerns in their specific
application domain, and choose the appropriate mathematical fairness definition.
This challenge is exacerbated by the fact that many common group fairness notions
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are incompatible, and provably cannot be achieved simultaneously [KMR17]. Thus
while the field has readily available group-fair algorithms, the deployment of these
tools does not scale easily to new use cases.

Relatedly, group fairness requires the analyst to pre-specify all groups requir-
ing fair treatment as an input to the algorithm, and it does not provide any fair-
ness guarantees with respect to other groups. In the absence of laws that explicitly
enumerate legally protected attributes, determining the appropriate collection of
protected groups is far from straightforward. This challenge is exacerbated when
seemingly unimportant attributes may serve as a proxy for the protected attribute
(e.g., shampoo choice may be highly correlated with race and gender). With high-
dimensional training datasets and complex machine learning algorithms, it is easy
to inadvertently encode bias through proxies. The selection of protected groups—
like the choice of fairness definition—requires significant sociological research and
domain expertise, which again slows the deployment of group-fair algorithms.

Finally, group fairness ensures fairness oz average for a group, but does not pro-
vide guarantees across individuals within a group. Within a fixed group (corre-
sponding to some & € A), more qualified individuals may receive worse outcomes
than less qualified individuals, even under a group-fair classifier. Within-group
unfairness enables other types of unfair treatment such as reverse tokenism, where
the least qualified members of a group are selected as positive examples (i.c., ¥ = 1)
to spuriously demonstrate lack of merit for the entire group, and it ignores intersec-
tionality, where individuals may belong to multiple overlapping groups (e.g., based
on race, gender, and disability status). Satisfying group fairness with respect to each
group independently is not sufficient to guarantee fairness across the intersection
of these groups, as we demonstrate next in Section 17.4.

Upshot of Group Fairness

Easy to achieve algorithmically; doesn’t capture all fairness concerns.

17.4 Multi-group Fairness

Two of the shortcomings of group fairness as studied in Section 17.3 are that it
requires all protected groups to be specified in advance, and that it does not capture
notions of intersectionality, where individuals may belong to multiple overlapping
groups—for example, a group corresponding to their race and a group correspond-
ing to their gender. In the computer science literature, the latter concern is referred
to as multi-group fairness.

As an illustration of the need for multi-group fairness, consider the follow-
ing example. Imagine all people have two protected attributes: shape—round or
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square—and color— blue or green.” Imagine that these attributes are uniformly
distributed in the population and independent of an individual’s ability or intent
to repay a loan. Consider the classifier that awards loans to everyone who is round-
blue and square-green, and denies all others. This classifier would satisfy perfect
Equalized Odds fairness (Definition 17.8) with respect to shape and color sepa-
rately, but not when the two features are considered together. In particular, this
would be unfair to round-green and square-blue people under any reasonable def-
inition of fairness, since they have no hope of a positive outcome, regardless of
their merit. Similar examples were given in [DI19], which showed that group-fair
classifiers do not compose in the way that differential privacy does. For example,
making fair hiring decisions with respect to race and gender independently does
not automatically ensure that combinations thereof will be treated fairly.

One solution for this simple example is to redefine protected attributes to include
these intersections, and require group fairness across all four newly-defined groups.
However, the computational complexity of this approach scales exponentially with
the number of protected attributes, which may not be feasible in many practi-
cal applications, particularly when protected attributes take on non-binary (e.g.,
income) or continuous values (e.g., probability of developing a disease). Addition-
ally, this would maintain the weakness of group fairness that one must pre-specify
all possible groups that require fair treatment; in practice, the full set of protected
attributes may not be known in advance, particularly due to correlations across
attributes. E.g., hair color is not a legally protected attribute, but it can be a proxy
for race due to correlations between race and hair color.

In this section, we will see approaches for multi-group fairness that do not require
the set of protected groups to be known in advance, and are computationally effi-
cient, even for an arbitrarily large number of protected groups.

17.41 Setting

In the multi-group fairness setting, each individual’s data consists of a pair (X, ¥)
drawn from an unknown distribution P, where X includes all attributes, and
Y is a binary label. Note that we no longer specify protected attributes A4, but
instead introduce an arbitrary attribute domain X’ that allows for high-dimensional
attribute vector X. It will be the implicit task of the learning algorithm to determine
which combinations of attributes require protection.

Our learning goal is a continuous prediction task—a relaxation of the binary
classification task considered in Section 17.3. Given 7 i.i.d. samples from P, the

7. Foramore provocative example, consider these attributes to be race and gender. To avoid addressing complex
social issues which are beyond the scope of this book, we use made-up attributes instead.
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analyst would like to learn a predictor p : X — [0, 1], where the prediction p(X) €
[0, 1] can be interpreted as the predicted probability of the event that ¥ = 1 for
an individual with attributes X.

Note that the Bayes optimal predictor p*(X) = Pr[Y = 1]|X] both maxi-
mizes predictive accuracy, and is perfectly fair to all individuals. That is, it is indi-
vidually fair with respect to the metric over individuals 4(X;, X;) = |Pr[Y =
11X;] — Pr[Y = 1]X]|. However, learning this optimal predictor is information
theoretically impossible from a finite sample. Instead, we will seek to learn a pre-
dictor that seeks to maximize both predictive accuracy and the number of groups
that receive fairness protections, given information-theoretic and computational
constraints.

As we will see, the method for non-privately learning a multi-group fair predictor
has natural algorithmic parallels to learning a group-fair classifier in Section 17.3,
while known private methods for this problem take a substantially different algo-
rithmic form. As a result, we will primarily focus here on algorithms for learning a
multi-group fair predictor without a privacy constraint in order to better highlight
this connection, with a discussion of differentially private techniques for learning a
multi-group fair predictor deferred to Section 17.4.4.

17.4.2 Multi-calibration

A common fairness solution for predictors is calibration, which attempts to ensure
that groups of individuals with similar risk, Pr[Y = 1]X], receive similar predic-
tions, p(X). Calibration is also commonly used (outside of fairness) as an accuracy
notion in the statistics and forecasting literature (e.g., [SSV03]) to ensure that the
probabilistic prediction of an event occurring is close to the true probability.

Definition 17.12 (a-calibration). A predictor p : X — [0, 1] is a-calibrated #f for
all v € supp(p),

[Pr[Y =1|p(X) =v] —v| < a,
or equivalently, in terms of the Bayes optimal predicror p* (X),
IE[p* (0)1p(X) = 0] — 0| < a.

In words, calibration requires that of all the individuals who receive prediction
v, their average positive outcome probability is close to »—e.g., among the people
who receive a prediction of 70% chance of having ¥ = 1, 70% of them should
truly have ¥ = 1. Note that for Boolean predictors, exact calibration (e = 0)
requires perfect accuracy.
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However, while calibration is a desirable property, it is a relatively weak condi-
tion, and it alone is not sufficient to ensure fairness. Concretely, the mean-predicror
pu(X) = p := Ep[Y] is perfectly calibrated but uninformative: Pr[¥Y = 1|p, =
u]l = Pr[Y = 1] = p. To relate this to fairness, consider two groups S and 7°
with identical distributions of Y. Imagine that the predictor used for group S is
calibrated and informative, where some individuals receive predictions above the
mean, and that group 7" simply receives the (perfectly calibrated) mean predictor.
Any reasonable decision-making procedure based on these predictions, will pro-
vide different outcomes to individuals with the same risk across different groups,
due to their differently ranked predictions. This problem will be particularly exac-
erbated for minority groups who are underrepresented in training data, for whom
an informative predictor will be more difficult to learn.

As with the binary classification setting studied in Sections 17.2 and 17.3,
we observe that calibration as a fairness notion has a gap in treatment between
individual and group fairness. Calibration across a small number of pre-defined
groups is easily achievable, but does not provide sufficient fairness, as too many
diverse individuals may be grouped together under one single prediction value.
At the other extreme, individual calibration provides the guarantee that the pre-
diction made for each individual is her true probability of receiving a 1-label:
Pr[Y = 1p(X) = v A X] = p*(X). However, this requires learning the Bayes
optimal predictor, which is unattainable from a finite sample.

This motivates the definition of multi-calibration, which bridges between these
two notions to provide multi-group fairness. Multi-calibration will guarantee cal-
ibration across a set of computationally identifiable groups, where the notion of
identifiability will depend on a parameterized computational bound. This provides
a computationally efficient relaxation of individual fairness, and it also strength-
ens the notion of group fairness by going beyond a small number of pre-defined
protected groups.

Definition 17.13 (Multi-calibration [HKRR18]). LerC C {c: X — {0,1}}. 4
predictor p is (C, a)-multi-calibrated if Ve € C and Vv € supp(p),

E[Y[p(X) = v A c(X) = 1] — o] < a.

The class C describes the collection of subpopulations that require privacy pro-
tections, where for each subpopulation S C X, there should exist a function ¢s
such that ¢s(X) = 1 if and only if X € S. The class C should be chosen to be
as expressive as the analyst can afford computationally—e.g., the class of functions
that are implementable by depth-4 decision trees. This gives the analyst explicit
control over the balance between group and individual fairness—a larger and richer
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C will result in fairness across more protected groups, but will be more computa-
tionally expensive.

An alternative interpretation of the role of C is that in order to claim that a
predictor is unfair, multi-calibration requires a “witness” of a group that is treated
unfairly. If C is large, this grants more computational power to find such a witness,
which also requires fairness across more groups.

One benefit of multi-calibration is that it ensures that no qualified sub-
populations in C are overlooked. For example, suppose there exists ¢ € C such that
E[Y|c(X) = 1] > 1 — a. Then any (C, a)-multi-calibrated predictor should give
high predictions on the group described by ¢. Thus C identifies the prediction-
relevant structure in Y|X. This also ensures that multi-calibration is robust to
under-representation, as predictions must be calibrated even if a group is small.
Additionally, it requires learning within protected groups to identify qualified indi-
viduals a priori, thus avoiding the pitfalls illustrated in the example above with

groups S and 7.

17.4.3 Learning Multi-calibrated Predictors

The algorithmic process for learning a multi-calibrated predictor involves a similar
primal-dual framework as the algorithm in Section 17.3.2 for learning a group-fair
classifier, with some key technical differences. The high-level process is still: (1)
write the problem formally as a constrained optimization problem; (2) formulate
the optimization problem as a two-player zero-sum game; and (3) solve the game
using no-regret learning dynamics.

As in Section 17.3.2, this approach will rely on the result of Freund and Schapire
[FS96], that average no-regret play of a two-player zero-sum game converges to an
approximate Nash equilibrium. With the appropriate game formulation in Step 2,
an equilibrium strategy of the Learner (primal player) will correspond to a multi-
calibrated predictor.

The main difference from Section 17.3.2 is that the underlying optimization
cannot be written as an LP, but instead will be a non-linear feasibility problem.
This new optimization problem leads to a modified no-regret learning set-up, and
in particular, requires a reduction to weak agnostic learning for the Auditor to com-
pute a best-response.

Nevertheless, the following theorem says that a multi-calibrated predictor can be
efficiently learned using this procedure. The second part of the result tells us that
the learned predictor can be described with a circuit of size not much larger than
the complexity of representing the functions in C.

Theorem 17.14 ([HKRRI18]). There exists an efficient algorithm that, if given
access to a Weak Agnostic Learner, learns a (C, a)-multi-calibrated predictor p using
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O(log |Clpoly(1/a)) labeled samples in O(|C|poly(1/a)) time. Further, if member-
ship in each set ¢ € C can be evaluated by a circuit of size s, then p can be implemented
by a circuit of size O(s - poly(1/a)).

This result also says that learning a multi-calibrated predictor can be interpreted
as a boosting algorithm, as weak agnostic learners can be boosted to strong agnos-
tic learners after polynomially many iterations. The Auditor is a weak learner that
identifies sources of unfairness in the Learner’s current predictor. If the Auditor
identifies a group that is treated unfairly, then this is used as an update that makes
significant process towards multi-calibration. If the Auditor fails to identify such a
group, then the current predictor must be multi-calibrated.

Now we proceed with details of the algorithmic construction.

Step 1: Framing the Optimization Problem

The major difference from Section 17.3.2 is that there is no explicit error objective
in the optimization problem to be solved.® Under group fairness, the goal was to
maximize accuracy (that is, minimize error) subject to a fairness constraint. Here,
multi-calibration is an accuracy notion—ensuring that average predictions on sub-
groups are correct—so we do not need to separately track accuracy and fairness.
This leaves us with the following feasibility problem, where we need only to find a
predictor that satisfies the multi-calibration constraint:

min 0 (17.5)
p:X—1[0,1]

st [E[Y|pX) =vAcX)=1] -2 <a VeeC and Vv € supp(p).
Step 2: Formulation as a Game

While we can no longer explicitly Lagrangify the constraint in this formulation due
to the the requirement that the prediction error must be below a forall v € supp(p),
we can still view this as a two-player zero-sum game between a Learner and an
Auditor.

The primal player is a Learner who chooses a predictor p, and the dual player
is an Auditor who attempts to find a sub-population identified by ¢ € C that is
treated unfairly under p. The payoff to the Auditor is the calibration error & on the
sub-population ¢ under the predictor p; the Learner’s payoff is —a.

Step 3: No-regret Dynamics

The Learner is facing a traditional online learning set-up when this game is played
repeatedly: they can use any no-regret learning algorithm, iteratively update the

8. This objective is not needed because the goals of multi-calibration are already aligned with regression accu-
racy, and imply standard loss minimization [Gop+22].
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chosen predictor based on the bandit feedback from the Auditor, and (under
the assumption of accurate feedback from the Auditor) this approach will con-
verge to a solution where the Auditor cannot identify any (computationally-
efficiently identifiable) violated sub-populations, which implies a multi-calibrated
predictor. All that remains to be shown is that such an algorithm exists for the
auditor.

Formally, the Auditor faces the following problem: Given p : X — [0, 1], find
a ¢ € C such that |[E[Y|p(X) = v A c(X) = 1] — 9| is large, or equivalently,
such that [E[¢(X) (Y — v)]] is large. Note that this is exactly the problem of Weak
Agnostic Learning for correlation detection, where a learner wants to identify cor-
relations greater than a between X and ¥ — p(X). This can be formalized through
the following equivalence of auditing a multi-calibrated learner and Weak Agnostic
Learning.

Theorem 17.15 ([HKRR18]). If C is a-weakly agnostically learnable, then there
exists a (C, a)-multi-calibrated learner. Similarly, if there exists a (C,a)-multi-
calibrated learner, then C is o.-agnostically learnable.

Thus auditing multi-calibrated predictors is identical to weak agnostic learning
(i.e., correlation detection), and by a reduction, we can go from auditing (or weak
agnostic learning) to learning a multi-calibrated predictor. This gives us an algo-
rithm to satisfy the learning goal of (computationally efficiently) identifying any
function that satisfies fairness in the form of calibration for the sub-populations of
interest, as specified by the class C.

More concretely, in the repeated game, the Learner (primal player) can use any
no-regret learning algorithm to learn a multi-calibrated predictor, and the Auditor
(dual player) uses a Weak Agnostic Learning oracle to identify a sub-population
in each round. No-regret dynamics and the result of Freund and Schapire [FS90]
ensure that average play converges to an approximate-Nash equilibrium. The aver-
age predictor (i.e., averaged over all rounds of play) of the Learner corresponds to
an approximately optimal solution to the original optimization problem (17.5),
which will also be a multi-calibrated predictor.

Remark 17.16. From a practical perspective, we note that while agnostic learning is
computationally hard (i.e., it is equivalent to boosting), it can be efficient in some cases.
For example, when predictions are in [0, 1] rather than Boolean, this is a regression
problem, which can be solved efficiently. More broadly, nearly all of machine learning
is based on agnostic learning, so relying on a weak agnostic learner should work well in
practice, despite theoretical hardness.

Remark 17.17 (Individual calibration). 7he framework in this section considers set-
tings where each individual participates in this experience only once (e.g., applying for a
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mortgage), and experiences a single (high-stakes) binary outcome. Kearns et al. [KRS19]
consider a variant setting where each individual instead participates in many low-stakes
labelings (e.g., impressions of targeted ads). In this case, considering individual fairness
in expectation may be justified since the individual can realize the outcomes of many
personalized decisions.

This set-up can be viewed equivalently as an average-case version of individual fair-
ness as formalized in Section 17.2, or as an individual version of calibration as formal-
ized here, where each individual’s distribution of outcomes should be calibrated with
respect to their personal ground truth.

17.4.4 Relationship to Differential Privacy

The algorithmic approach presented in Section 17.4.3 for learning multi-calibrated
predictors is not differentially private as stated, although there are many indica-
tions that it likely could be made differentially private, to enable privately-trained
multi-group fair predictors. Firstly, the original algorithmic construction for learn-
ing a multi-calibrated predictor “borrows ideas from the literature on differentially
private query release and optimization” [HKRR18]. This suggests an underlying
relationship between multi-calibration and differential privacy, even though the
algorithm itself is not fully differentially private due to the use of other non-private
subroutines. Secondly, the overall framework for learning a multi-calibrated pre-
dictor in Section 17.4.3 closely parallels the framework for learning a group-fair
classifier in Section 17.3.2. Both involve first framing the fairness-constrained learn-
ing problem as a minimax optimization problem, then formulating the optimiza-
tion problem as a two-player zero-sum game that can be solved by a no-regret
learner, and finally showing that an equilibrium of the game corresponds to a
solution to the original learning problem. In Section 17.3.2, this process is made
private through the use of a private no-regret learner, which suggests that a pri-
vate no-regret learner could similarly be used to privately learn a multi-calibrated
predictor.

This open problem was answered in the affirmative by Kim [Kim20], which
showed that multi-calibrated predictors can be learned in a differentially private
way. Rather than adding differential privacy using the method above, Kim [Kim20]
took an alternative approach that results in improved sample complexity of learning
in some parameter regimes. This approach relies on statistical query (SQ) learning,
and in particular, differentially private SQ oracles and differentially private density
estimation oracles. The algorithm iteratively cycles through all classes in C and all
possible outputs v, and (privately) checks whether the density at » is sufficiently
high to be worth investigating the predictor’s correctness at v. If yes, it calls a (pri-
vate) SQ oracle to check whether the oracle gives an answer that is sufficiently
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far from the current prediction. If so, then this (private) SQ oracle is used to
update the predictor; if not, then the algorithm continues checking classes and
outputs.

This algorithmic approach is similar in structure to Private Multiplicative
Weights (PMW) (see Section 4.6.1 of Chapter 4 for details), and its privacy anal-
ysis also follows a similar structure: it is shown that not too many update steps are
required for convergence to a good predictor, and that each update step is differ-
entially private; thus the the overall privacy guarantee follows from composition.
Because the algorithmic approach is sufficiently different to other approaches pre-
sented in this chapter, and the analysis is quite subtle, it is not presented here; the
interested reader is instead referred to [Kim?20].

17.5 Impact of Privacy on Fair Outcomes

In an ideal world, privacy and fairness desiderata would be jointly considered to
create algorithms that are private and fair by design. This is what we have seen
in the previous sections, which focused on privately learning fair classifiers and
predictors by considering these two objectives together. However, when privacy and
fairness are considered separately—or, more generally, when they are considered
independently of the complex system where they are used—the desired outcome
may not be achieved. In this section, we will see several stylized examples of real-
world applications where this occurs, as well as insights as to the causes and potential
methods for remediation. While this is an active field of research that is rapidly
evolving, we will survey what is currently known at time of writing as well as open
research directions in the field.

Section 17.5.1 considers the impact of privacy noise on fairness of accuracy
across groups, and shows that smaller groups tend to receive lower accuracy under
a classifier learned via DP-SGD. This unfairness is due in part to fundamen-
tal limits of differential privacy which, by definition, limits the impact of small
groups on learning, as well as due to specific details of the DP-SGD algorithm.
Section 17.5.2 shows that adding differential privacy may cause unfairness in
downstream decision-making tasks such as resource allocation, threshold compar-
ison, and regression, all inspired by the U.S. Census Bureau’s use of differential
privacy. For each decision-making task, we see the cause of unfairness in terms
of the privacy noise, and discuss potential solutions to address these disparities.
Finally, Section 17.5.3 focuses on fairness composition as an analogy to privacy
composition, and shows that unlike privacy, fairness does not compose. Several
real-world examples are presented where fair classifiers do not compose into fair
systems.
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17.5.1 Differential Privacy’s Impact on Model Accuracy Across
Groups

When private learning tools are applied in practice without explicit fairness cor-
rections, it is possible that differential privacy may have a disparate impact across
subpopulations, with lower accuracy on smaller groups. [BPS19] demonstrated this
effect empirically for deep learning models trained via a differentially private version
of stochastic gradient descent (DP-SGD), where privacy of the gradient update step
is achieved by first c/ipping the gradient to have a bounded norm, and then adding
Gaussian noise that scales with 1/¢ and the clipping parameter. See Section 6.3.1
for more details of the algorithm and its privacy guarantees.

[BPS19] found that accuracy of DP-SGD-trained models was not equal across
all groups, but rather underrepresented classes in the training data received lower
classification accuracy from the resulting model. They also found that while these
accuracy disparities exist for non-private models, the extent of the disparity was
worse under a privately trained classifier relative to a non-privately trained one. For
example, an age and gender classification model trained using DP-SGD (& = 5.69)
had much lower accuracy for faces with darker skin tones (~59%) than for lighter
skin tones (~78%), whereas the comparable non-private model achieved ~90%
accuracy on lighter skin tones vs. ~85% on darker skin tones. Similar dispari-
ties and differences between private and non-private models persisted across other
datasets and other classification tasks, suggesting that adding DP exacerbates exist-
ing unfairness in machine learning pipelines.

From a philosophical privacy perspective, this finding should be unsurprising.
The goal of differential privacy is to hide the effect of one sample poing; for popula-
tions represented by fewer points in the training data, the effect of this population
on the model is more likely to be obfuscated by the group privacy properties of dif-
ferential privacy, and thus private models are less likely to capture relevant features
for accurately classifying statistical-minority’ groups. Even without privacy, one
would expect machine learning models to have poorer performance on subgroups
that are not sufficiently represented in the training data, because including addi-
tional training points generally lead to better performance of the learned model.
The interesting observation of [BPS19] is that the additional disparity from pri-
vacy appears to be substantially larger than the disparity from just differences in
sample sizes alone.

9. It is important to distinguish between minority groups in society, corresponding to historically marginal-
ized groups or protected social groups, and statistical minorities, corresponding to groups that are under-
represented in the dataset, which does not have any normative or social overtones.
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To better understand how widely these phenomena will occur in general learning
settings, future work is needed to disentangle how much of the observed effect is due
to the algorithmic specifics of DP-SGD, versus fundamental limitations of the dif-
ferential privacy constraint for accurate learning on minority groups. [BPS19] show
that certain details the DP-SGD algorithm are one root cause of this dispropor-
tionate impact on model accuracy for underrepresented classes. First, points from
underrepresented classes are simply less likely to be sampled in the gradient update
step under uniform sampling. Even when they are sampled, these are precisely the
points that will have a large gradient update and will be clipped, thus removing
relevant update information. Without noise, these gradient updates would even-
tually converge to an accurate model, although perhaps at a slower rate. However,
with both clipping and noise addition, the clipped gradients from the underrep-
resented class are not large enough to compensate for the noise and to allow the
model to meaningfully update on this under-represented population. The high-
lighted text should be replaced with: [TDF21] also show that in DP-SGD, clipping
and noise addition affect the gradient norms of different groups differently, which
causes unfairness. It remains an open question to what extent the disparate per-
formance across groups— beyond that which exists with non-private learning—is
present and unavoidable under other private learning algorithms as well.

17.5.2 Differential Privacy’s Impact on Downstream Fair
Decision-making

The performance of a differentially private algorithm is traditionally measured in
terms of additive accuracy between its output, such as distributional parameters
estimated on the training dataset, and some ground truth, such as the empirical
parameter value on the training data or the true value on the underlying distribu-
tion. However, the output of DP algorithms may be used for downstream decision
tasks, where the domain-appropriate fairness notion may have a non-linear rela-
tionship with additive accuracy.

One notable and relevant use-case is the 2020 Decennial Census, where differen-
tially private analyses of the collected data are used to allocate a fixed pool of federal
resources. The noise added to preserve privacy inherently introduces small inaccu-
racies in the results; the related fairness question is whether some groups dispropor-
tionately bear the cost of these inaccuracies. [Puj+20] and [CDMS21] studied the
downstream effects of the inaccuracies introduced by privacy noise in the Census
use-case, with a particular emphasis on fairness in outcomes of decision-making
problems.

[Puj+20] focused on three real-world assignment problems based on Census data
products: (1) allocating funds to school districts, (2) voting rights benefits (i.e.,
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translations of voting materials for minority language groups), and (3) apportion-
ment of Congressional seats. The authors used public-use Census data as the ground
truth;'"” they solved each assignment problem both using the non-private data and
using differently private statistics computed on the dataset, and compared the out-
comes using problem-specific fairness notions. They found that privacy noise can
have a large impact, particularly when there is a misalignment of the upstream
accuracy guarantees of the DP algorithms with the downstream fairness metric.
For educational funding, fairness was measured as a correct fractional allocation
of funds relative to the ground truth. With privacy, smaller districts tend to get
an inflated allocation of funds, at the expense of larger districts losing a small por-
tion of their deserved funds. The effects were particularly noticeable for the smaller
school districts, which may be due in part to the mismatch between the additive
accuracy guarantees of most DP algorithms with the multiplicative fairness metric,
which will cause seemly larger effects in smaller populations. Voting rights bene-
fits is the problem of classifying minority language group populations as above or
below the size threshold the receive benefits. Districts with minority language pop-
ulations close to the threshold were the most affected by differential privacy, with
some classified correctly less than half of the time. This is because changing only a
few individuals’ data would change the ground truth of the threshold comparison,
which is precisely what differential privacy aims to protect. With legislative appor-
tionment, fairness requires apportioning Congressional seats proportionally to each
district’s population. This cannot be achieved exactly, even without noise, because
the number of representatives in a district must be integral. Adding small amounts
of noise for privacy actually improves fairness in expectation, because randomiza-
tion can reduce (on average) the deviation from the quota caused by the integrality
constraint. However, ex-post, any realized outcome cannot achieve the expected
(fractional) allocation, so this may be an unsatisfying guarantee in practice.
[CDMS21] empirically measured the accuracy impact of differential privacy in
Census data for the task of redistricting, or redrawing the boundaries of voting dis-
tricts based on population counts. They focused on the actual differentially pri-
vate algorithm used by the U.S. Census Bureau, named TopDown, as well as a
simplified and easier-to-analyze variant named ToyDown, which both involve geo-
graphical hierarchical constraints relating population counts of larger regions (e.g.,
states) to the smaller subdivisions contained therein (e.g., county, track, block).

10.  Importantly, the Census Public Use Microdata is 7oz the ground truth of the American population distribu-
tion, as these data already include disclosure avoidance measures, including (prior to 2020) swapping, where
certain database entries have been swapped. Swapping has been shown to provide insufficient privacy pro-
tections, as substantial fractions of the true database can be reconstructed exactly, even after swapping has
been applied [Abo21]. However, for the sake of analysis, the authors required a dataset that could be treated
as ground truth, against which to measure the performance of differentially private algorithms.
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These algorithms are first used to privatize the population counts in every rele-
vant geographical region of the country, and then these private population counts
are used to construct new voting districts which have approximately equal popula-
tions.

Among other results on TopDown and ToyDown—including the impact of pri-
vacy budget allocation across geographical hierarchy and the impact of the requiring
geometric structure when constructing voting districts—the authors consider the
robustness of linear regression to predict voting outcomes of each precinct based
on demographics. This regression approach is commonly used to asses racial polar-
ization of precincts for legal enforcement of the Voting Rights Act. The authors
showed that standard linear regression based on privatized data introduces signif-
icant bias in the estimation parameters. However, simple post-processing of the
private data, such as removing extremely small precincts or weighting precincts by
population removes virtually all of this error.

Overall these results suggest that while differential privacy has been successful
in providing accuracy in aggregate—e.g., additive accuracy between the ground
truth value of a population statistic and the result of a DP algorithm to esti-
mate that statistic—there has been less attention to accuracy in terms of dispar-
ity. This work highlights that more attention is needed to accuracy as a fair-
ness measure of private algorithms—e.g., accurate allocation of funding or accu-
rate classification of the existence of a minority population. A natural approach is
the joint design of differentially private algorithms and decision-making processes
to explicitly accommodate the noise from DP algorithms. For example, shifting
down the threshold used in the comparison test for voting rights benefits would
ensure that populations close to the true threshold are still likely to receive the
benefits they deserve. While this might slightly increase costs of printing voting
materials (i.e., increase false positive rate), it would substantially reduce disenfran-
chisement of minority voters (i.e., decrease false negative rate). More research is
needed to develop richer tools for the growing number of practical use-cases where
downstream decisions are made based on the results of differentially private data
analyses.

17.5.3 Fairness Composition in Complex Systems

Differential privacy is known to enjoy composition, meaning that when multiple
private analyses are performed, the privacy of the system is guaranteed by the pri-
vacy of its components. Unfortunately, [DI19] showed that fairness does not share
this same property, and classifiers which are fair in isolation are not guaranteed to
compose into fair systems. Additionally, unfair components can be used to build a
system that is fair overall.
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[DI19] give several practical examples of where fairness composition may fail:

Settings where multiple tasks compete for individuals, e.g., online advertis-
ing for employment where bids must be individually fair with respect to job
qualification. Due to competition with other advertisers, the cost to display
the same ad may be different for similarly qualified individuals, so any fixed
bid for a given qualification level will yield different outcomes between indi-
viduals who should receive similar treatment.

Composing fair systems with other systems that legitimately differentiate
based on the protected attribute, e.g., a diaper advertiser bids higher on
women who are mothers, and an employment advertiser bids fairly across
genders. In equilibrium, women who are mothers will see the diaper ad, while
women without children will see the employment ad. This is distinct from
the previous example because the (non-protected) diaper ad advertiser is free
to bid “unfairly” with respect to parental status.

Classifiers built as functions of fairly obtained values, e.g., getting into Col-
lege A OR College B AND receiving financial aid, when each admissions
decision is fair. In general, functional compositions of fair components are
not guaranteed to be fair, although in certain cases, composition using only
ORs can be fair.

Approximate fairness with feedback loops, e.g., admission into a good high
school will improve the chance of college admission, when each admissions
decision is approximately fair. Slight unfairness early in the process may com-
pound to have a large effect on fairness of final outcomes.

Settings where each individual’s classification is dependent on the classifica-
tions of others, e.g., sequentially interviewing candidates. Selecting an earlier
candidate precludes later candidates from even being considered, even if each
candidate is fairly evaluated.

While [DI19] give algorithmic solutions for achieving fairness in each example

above, these results highlight that fairness of a system cannot be guaranteed simply

by making fair decisions independently at each step of the process. Practitioners

wishing to design fair complex systems must analyze and account for interactions

between system components to ensure fair outcomes overall.

17.6 Concluding Remarks

This chapter has summarized the relationships between differential privacy and

three different notions of algorithmic fairness: individual fairness, group fairness,

and multi-group fairness. Each of these relationships takes on a very different
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flavor. The core definition of individual fairness is inspired by differential privacy,
and techniques for achieving individual fairness include differentially private
algorithms. Group fairness and multi-group fairness, on the other hand, are not
inherently linked to the definition of differential privacy, but one can naturally
ask whether these objectives can be achieved simultaneously with differential pri-
vacy. For both group and multi-group fairness, we see that this is possible. We also
observed in Section 17.5 the potential negative impacts of differential privacy on
fair outcomes if no explicit fairness interventions are taken. This suggests there is
value to be gained from jointly considering privacy and fairness in learning systems.

Before these tools can be brought to bear to achieve privacy and fairness in
machine learning systems in practice, there are a number of surrounding questions
that must be addressed first. The most obvious is developing an understanding of
when each fairness definition is appropriate for use. Naturally, it will depend on
the application domain and the real-world fairness considerations that are being
modeled in the algorithmic problem. As with any application of differential pri-
vacy, there is also the question of an appropriate choice of €. The results surveyed
in this chapter characterize the trade-off between privacy and fairness—as well as
other desiderata such as accuracy or computational efficiency—as a function of ¢,
the sample size 7, and other relevant problem-specific parameters. These insights
should prove valuable to practitioners who wish to build and use systems that sat-
isfy these desiderata, as well as to policymakers and regulators when developing new
legislation to govern the use of Al systems.
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