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1 Review from Last Time

Let X be a data universe, let x ∈ N|X | be a database. We have the following definitions

Definition 1 (Differential Privacy). A randomized mechanism M with domain N|X | i s
(ε, δ)-differentially private if ∀S ⊆ Range(M) and ∀x, y ∈ N|X | such that ||x− y|| ≤ 1

P (M(x) ∈ S) ≤ exp(ε)P (M(y) ∈ S) + δ. (1)

If δ = 0 we say M is ε-differentially private.

Definition 2 (Laplace mechanism [DMNS06]). For any query f : N|X | → Rk the Laplace
mechanism is

ML(x, f(·), ε) = f(x) + (Y1, ..., Yk) (2)

where Yi ∼ Lap(∆f/ε) i.i.d.

Theorem 3. The Laplace mechanism is (ε, 0)-differentially private.

2 Examples of Queries

In this course functions and queries are the same thing. One can think of query f as: “
What is the value of f(·) on this database?”
Next we look at some common types of queries and see how much noise we need to add in
order to preserve ε-DP via the Laplace mechanism.

1. Counting queries: these are queries that answer questions such as “How many entries
satisfy property P?” The sensitivity of these queries is 1 therefore adding noise with
Lap(1/ε) guarantees ε-DP.

2. Fractional queries: these are queries that answer questions such as “What fraction of
elements satisfy property P?” The sensitivity of these queries is 1/n for a database of
size n therefore adding noise with Lap(1/(nε)) guarantees ε-DP.
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3. Linear queries: These linear queries are also called statistical queries. These are a very
powerful primitive. It captures all of SQ learning as well as many data mining and
statistics tasks. Let g : X → [0, 1] on each element. If we let the linear query be f(x) =∑n

i=1 g(xi) or f(x) =
∑|X |

i=1 xig(xi) then the sensitivity is 1 and we can add Lap(1/ε)
to preserve ε-DP. The fractional version of the linear query is f(x) = 1

n

∑n
i=1 g(xi) or

f(x) = 1
n

∑|X |
i=1 xig(xi)

4. Bad queries (in terms of privacy): these can be queries that are average of unbounded
things, or asking for the median, essentially any query with unbounded sensitivity (in
the worst case).

We now present without proof, an important result regarding the accuracy of the Laplace
mechanism.

Theorem 4. Let f : N|X | → Rk, and let ML(x, f(·), ε) be the Laplace mechanism. Then,
∀β ∈ (0, 1]

P (|f(x)−ML(x, f(·), ε)| > ln(k/β)(∆f/ε)) ≤ β. (3)

A natural question may be: “Why are we adding Laplace noise and not something more
“standard” like Gaussian noise?” The answer is that adding any other type of noise also
preserves privacy but Laplace works better. As we will see in the next theorem the Gaussian
mechanism achieves only (ε, δ)-privacy.

Definition 5 (Gaussian mechanism). For any query f : N|X | → Rk the Gaussian mechanism
is

ML(x, f(·), ε) = f(x) + (Y1, ..., Yk) (4)

where Yi ∼ N (0, ∆f ln(1/δ)
ε

) i.i.d.

Theorem 6. The Gaussian mechanism satisfies (ε, δ)-Differential privacy.

So, why can’t we achieve ε-DP with the Gaussian mechanism? The intuitive idea is that
the pdf of the Gaussian distribution decays too quickly O(exp(−x2)) compared to that of
the Laplace distribution O(exp(−|x|)).

3 The Exponential Mechanism

Notice we do not know how to deal with queries that do not have numerical values (e.g.
“What is the most common eye color”? ). Additionally, in problems such as pricing a
slightly above price may result in fatal losses. To deal with these issues we will study the
exponential mechanism.
The quality of an outcome is measured by a score function q : N|X |×R → R. Where q(x, r)
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is a measure of how good an outcome r would be on database x. As with the Laplace mech-
anism, we will taylor our randomization to the sensitivity of the function computed on the
data. In this case the function is our score function q.

Definition 7 (Score sensitivity). The sensitivity of the score function q : N|X | ×R → R is:

∆q = max
r∈R

max
x,y∈N|X|,||x−y||=1

|q(x, r)− q(y, r)|. (5)

Notice that this sensitivity is measured only with respect to the database argument. It can be
arbitrarily sensitive in the range argument.

Definition 8 (Exponential mechanism [MT07]). Given a quality score q : N|X | × R → R,
the Exponential mechanism is defined as:

ME(x, q, ε) = output r ∈ R with probability ∝ exp(
εq(x, r)

2∆q
) (6)

Notice we are sampling in a way that is biased with exponential weight towards the high quality
outcomes. Therefore we are exponentially more likely to select a high quality outcome.

Example 1: “What is the most common eye color?”
X = {brown, blue, green,...}
x ∈ N|X | is a database of eye colors
R = {brown, blue, green} = X
q(x, r) = number of people in x with eye color r
∆q = 1, since each person can have at most one
ME(x, q, ε) = output r ∈ R with probability ∝ exp( εq(x,r)

2∆q
)

Example 2: “What price should I post to maximize revenue?”
X = R+ willingness to pay for the item in sale
R = R+ price posted
q(x, r) = revenue from posting price r to consumers with values of those in database x.
Note 1: One may want to discretize X and R for efficient running time.
Note 2: for ∆q to be bounded we need an upper bound on prices and/or values, otherwise
change in revenue from one person to another can be unbounded.

In the book (Example 3.5) is about pricing pumpkins showing why one would not like
to use the Laplace mechanism for pricing. The main reason is that is you price even slightly
above the maximum value someone is willing to pay, the revenue will be zero.

Theorem 9 ([MT07]). The Exponential mechanism is ε-DP.

The next theorem gives us an accuracy or usefulness guarantee on the output chosen
by the Exponential mechanism. It says that the probability of a “bad” outcome decays
exponentially quickly in the distance from the optimal output.
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Theorem 10. Let r ∈ R be the output of ME(x, q, ε). Then

P (q(x, r) ≤ max
r∈R

q(x, r′)− 2∆q(ln(|R|+ t))

ε
) ≤ e−t (7)

or equivalently,

P (q(x, r) ≤ max
r∈R

q(x, r′)− 2∆q ln(|R|/β)

ε
) ≤ β. (8)
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